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Purpose 
The Course Purpose of this course is to create a careful balance of the audit process, governance,

and compliance regulations, as well as hands-on introduction to the latest technology tools.
Learning outcomes
By the end of the course, the student should be able to:

i. Explain the role of IS auditor and the IS audit function

ii. Describe the Course Purpose of controls in an information systems environment

iii. Demonstrate ability to assess the design, placement and quality of controls

iv. Demonstrate ability to analyze some of the basic theory underlying computer security policies

models and problems

v. Explain the basic issues in auditing computer security policies and mechanism
Course Description
Basic concepts of IT auditing, Introduction to computerised information systems (CIS): Identify

the basic components of the IT environment and identify the benefits of computerised

information systems (CIS).

Concepts of IT auditing: impact of an IT environment on the audit process and discuss the trends

and developments in information technology (IT). The business process and IT risks: the nature

and effect of risk, computer risks and exposures, the different types of risks and explain the

concept of risk management.

Identify and discuss the different risk factors, explain risk-based auditing and list the Learning

Outcomes of a risk-based audit and to discuss the elements of risk analysis. Controls in an IT

environment: describe control activities, internal control and control Learning Outcomes within a

CIS environment, describe and evaluate general controls and application controls. System

development controls events that lead to computer system failures, describe system development

exposures and controls.

The IT AUDIT Process: Plan and develop an IT audit programme, Formulate and perform IT

audit procedures, Finalise the IT audit process, Auditing new IT systems and developments,

Evaluate the business continuity and disaster recovery process. Development, testing and

implementation of computer assisted auditing techniques (CAATs) uses of CAATTs with regard

to the conduct of an IT audit as well as the factors that need to be considered in applying

CAATTs in relation to the IT audit process. Auditing advanced IT systems and applications: the
difference between general and application controls and describe test of controls and substantive

procedures in advances computerised information systems and applications. Auditing security

and privacy of information assets
Delivery Methodology
Lecture, individual assignment, group discussion, presentations, question and answer and research work, Demonstrations and Practical sessions.

Learning Resources
Overhead projector and computer, soft copy and hard copy handouts, journals, textbooks

Course Content
	WEEK
	TOPIC
	OUTLINE

	WK1 
	1. Control Objectives


	· Information systems controls, Need for Control and Audit of  Information Systems, 
· Effects of Computers on Internal Control and Audit, Responsibilities for Controls, The IS Audit Process

	WK2
	
	· Information Systems Control Techniques, Systems Development and Acquisition Controls, 
· Control over System and Program Changes, Quality Control, Controls over Systems Implementation,


	WK3
	
	· Systems Maintenance, Post Implementation Review 


	WK4
	2. Testing – General and Automated Controls


	· Reasons for testing, Software Testing Fundamentals, Test Plan, Types of Software Testing

· Black Box Testing, White Box Testing, Unit Testing, Requirement Testing, Regression Testing, 

· Error Handling Testing, Manual Support Testing, Inter system Testing, Control Testing

	WK5
	
	· Parallel Testing, Volume Testing, Stress Testing, Performance testing,

· Concurrent or continuous Audit modules, Hardware Testing, Review of Hardware, OS and Network



	WK6
	3. Risk Assessment Methodologies and Applications

	· Risk, Threat, Exposure and Vulnerability, Threats to the Computerized environment

· Threats due to cyber crimes, Risk Assessment, Risk Management



	WK7
	
	· Risk Identification, Risk Ranking, Risk mitigation, Risks and controls, Risk analysis

	WK8
	4. Business Continuity Planning and Disaster Recovery Planning

	· Business Continuity Planning, Developing a Business Continuity Plan, Types of Plans, Test Plan,

· Threats and Risk Management, Software and Data Backup techniques, Backup Redundancy

	WK9
	
	· Disaster Recovery Procedural Plan, Insurance, Testing methodologies and checklist

·  Audit Tools and Techniques, Audit of the Disaster Recovery/Business Resumption plan.

	WK10
	5. Information Systems Auditing Standards, Guidelines, Best Practices

	· IS Audit Standards, AAS-29 Auditing and Assurance Standard on Auditing in a Computer Information Systems Environment, BS7799, CMM-Capability Maturity Model, 

· 

	WK11
	
	· COBIT-IT Governance Model, COCO, ITL(IT Infrastructure Library),

· Systrust and Webtrust, HIPAA, SAS 70

· 

	WK12
	6. Drafting of IS Audit Policy, IS Audit Reporting, Electronic Evidence Auditing


	· Audit Policy, Audit working Papers and Documentation, IS Audit Reports

	WK13
	
	· Electronic evidence Auditing

· 

	WK14
	
	·  Computer Forensics Auditing


Course Assessment
Continuous Assessment Tests 
30%
End of Semester Examination

70%
Course Textbooks
1. Ron Weber (1999). Information Systems Control and Audit. Prentice Hall Inc. , ISBN 0- 13-

947870-1

2. Richard E. Cascarino “Auditor's Guide to Information Systems Auditing” 2007 Wiley, 978-0-

470-00989-5

3. James A Hall (2005). Information Systems Auditing and Assurance. Thompson. ISBN:

0324191987
Course Journals
1. Acta Informatica ISSN 0001-5903

2. Advances in Computational Mathematics ISSN 1019-7168

3. Advances in data Analysis and Classification ISSN1 1862-5347

4. Annals Of software Engineering ISSN 1022-7091
Reference Textbooks
1. Robert R. Moeller, “Sarbanes-Oxley and the New Internal Auditing Rules” Wiley, 2005,

ISBN 0-471-48306-0

2. James R Hickman (1997). Practical IT Auditing. Warren, Gorman and Lamont. Warren J D,

Edelson

3. L W & Parker X L(1997). Handbook of IT Auditing. Warren, Gorham and Lamont
Reference Journals
1. Journal of computer science and Technology ISSN 1000-9000

2. Journal of Science and Technology ISSN 1860-4749

3. Central European Journal Of Computer Science ISSN 1896-1533

4. ISACA Journals www.isaca.org
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